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AHHOTALUUA

PykoBOoACTBO MpeAHa3sHayeHo ANs KOHKpeTu3aumu [eNCTBUA  onepaTopos
(nonb3oBaTenien) npu akcnayataumm komnnekca C3UN HCO «Akkopa-Win32» v.4.0
(nanee MAK C31 HCO «Akkopg», KoMmnnekc «Akkopa» wnu komnnekc) (TY 4012-
036-11443195-2010) wn coaepXuT onucaHue cnocoboB UCNOMb30BaHUA CpPeacTsB
3aWMTbl KOMMJIeKCa, ero WHTepdenca c nosb3oBaTeneM B npouecce obpaboTku
MHpopMaumu.

Mepepn akcniyaTaumen kKomnnekca HeobxoAMMO BHUMATENbHO O3HAKOMUTbLCHA C
KOMMAEKTOM 3KCNJyaTauMOHHON AOKYMEeHTauMuM Ha KOMMJEKC, a TakXe MPUHATb
HeobxoanMble OpraHM3auMoHHbIE Mepbl 3aLlNTbl, pEKOMEHAYEMbIE B AOKYMEHTAUNN.

NMpUMeHeHMe 3aWMTHbIX MEeXaHU3MOB KOMMAeKca AO/HKHO AOMNOJSIHATLCS
obwmmMmm Mepamm TexHndyeckon 6e3o0nacHOCTU, a Takxke dusnyeckom oxpaHom CBT wu
ee CpeAaCTB.
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1. Ha3HaueHMe U KpaTKaa XapaKTepucTuka KoMMnJjiekca

MporpaMMHO-annapaTHbll  KOMMNJEeKC CpeacTB  3awuTbl  MHGoOpMauum  oT
HeCaHKUMOHMPOBAHHOIO Aaoctyna <«Akkopa-Win32» v.4.0 npegHasHayeH A4
npuMeHeHusa Ha M3BM (pabouunx ctaHumax JIBC) tuna IBM PC, pyHKUNOHMNPYOLWMX
noa ynpasnenmem OC Windows NT/2000/XP/2003/Vista/2008/7/8/8.1/10 c uenbto
obecneyeHnss 3awuTbl OT HeCaHKUMoOHMpoBaHHoro pgoctyna (HCA) k CBT w
MHpopMaumMoHHbIM pecypcaMm AC, obecneyeHns KoHpUAEHUMANBbHOCTN MHMOPMaLUN,
obpabatbiBaeMon n XxpaHuMon B CBT npu MHOronosb30BaTE/IbCKOM pexunme
aKCnayaTauuu.

KoMmnnekc «AKkKopa» noa ynpasaeHuem ornepaunmoHHon cucteMmbl Windows
obecneynBaert:

e 3alMTY OT HECAHKLMOHMpPOBaAHHOro goctyna k CBT nytem maeHTudUKauum
Nnonb3oBaTeneil Mo He KOMUPYEMbIM YHWKANbHbIM UAEHTUDUKATOPAM U KX
ayTeHTUdMKaumMmn' no MHANMBUAYANbHOMY Maposto, BBOAUMbBIM C KnaBuaTypbl. Mpu
3TOM obecneymBaeTcs 3almTa OT pacKpbiTUS  UHAMBMAYANbHOrO  MNaposis
nonb3oBaTens;

e 6/10KMPOBKY 3arpy3kn c oTdyxaaembix HocuTenen (FDD, CD ROM, ZIP Drive
M Ap.) v NpepbiBaHUS KOHTPOJIbHbIX NMpoueayp C KiaBuaTtypbl;

e IOBEPEHHYIO 3arpy3ky onepauymoHHon cuctembl (OC) w©n  3awuty oOT
HECAHKLUMOHUPOBAHHbIX MOANMDUKALUNIA NPOrpaMM N AAHHbIX;

e CO34aHME W MNOAAEPXKKY MU30AMpPOBaAHHOM nporpammHon cpeabl (UMC),
BO3MOXHOCTb peanusaumm (QyHKUMOHANbHO 3aMKHYTbIX MHMOPMaUMOHHbBIX CUCTEM
Ha 6a3e N2BM;

e KOHTPO/Ib LIE/IOCTHOCTU CUCTEMHbIX O0b6s1acTen XeCcTKux AUCKOB, NporpamMm u
AaHHbIX, @ TaKXXe KOHduUrypaumm texHmyeckux cpeacts CBT o 3arpy3ku OC;

e 3aLUNTY OT BHeApEeHUs pas3pyllaowmx nporpaMmHbix Bo3gencteun (PIB):
BUPYCOB, 3aK/1ladoK U T.A4.;

e pa3rpaHMyeHne AocTyna nonb3oBaTtenei Kk pecypcam CBT B COOTBETCTBUU C
YPOBHEM MX MOSTHOMOYUNA;

e yNipaBfieHME NOTOKaMU MHMOPMaLMN Ha OCHOBE MPUHLINMOB AUCKPELMOHHOIO
M MaHAaTHOro AOCTyna;

e pPErNUCTPaUMI0  KOHTPOAMpYeMbIX CO6bITMR, T.4. HECAHKUMOHMPOBAHHbLIX
OEeNCTBUI nonb3oBaTesnien, B CUCTEMHOM XypHane, pasMeLlleHHOM B
SHeproHe3aBMCMMOM NaMATU  KOHTposilepa Kommekca. [oCcTyn K XypHany
obecneumBaeTcs TO/IbKO aAMMHUCTPATOpy 6e3onacHOCTM HdopMauun.

e BO3BMOXHOCTb  MOAK/OYEHUS  Kpuntorpaduyeckmx  Cpeacts  3aluThbl
MHopMaumu.

Ona addeKTMBHOro NpuUMeHeHUs KOMMAEeKca U nogaepXaHumsa HeobxoamMoro
YPOBHS 3awmiieHHocTn CBT U MHPOPMaLMOHHbBIX peCcypcoB He06XxoaANMBbI:

1 AyTeHTudukaumsa - nogTeepxaeHme NoAMHHOCTY
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e bm3nyeckaa oxpaHa CBT u ee cpeacrs, B TOM u4ucie nposBeaeHue
MEepPOnNpUATUIA MO HeAONYLUEHUIO N3BATUSA KOHTponnepa komnnekca C31 HCA;

e HANIMUMe aaAMUHUCTpaTopa 6e3onacHocTM uHGopMauun (cynepBusopa) -
NPUBUIErMPOBAHHOIO MoOsb30BaTeNs, uMMelwero ocobbln cTtatyc U abContoTHbIE
nosiHoMouuns. AgMuUHUCTpaTop B nnaHupyeT 3awuTty nHpopmaumm Ha npeanpuaTum
(yupexaneHun, dupme v T.4.), onpenenser npasa AOCTyna nonb3oBaTeNnsiM B
COOTBETCTBUMN C YTBEPXAEHHbIM [MN1aHOM 3aWmnTbl, OpraHn3yeT yCTaHOBKY KOMMJeKca
B CBT, akKkcnayatauumio M KOHTPOJb 3@ MNpaBW/IbHbIM ucnosib3oBaHnem CBT c
BHEAPEHHbIM  KOMMNEKCOM  «AKKopAa», B TOM  4ucre, Yy4yeT  BblAaHHbIX
NAEHTU(PUKATOPOB, OCYLLECTBAAET nepumoamyeckoe TeCTUpoBaHME CpenCTB 3aluuTbl
KoMmnsekca. bonee noapobHo obsa3aHHOCTM agMumHucTpaTopa BUW no npumeHeHuto
KOMMJieKca 1U3noXxeHbl B PykoBoacTteBe aaMmHucTpaTopa (11443195.4012-036 90).

e ucnonb3osaHne B CBT  TexHUMYECKMX U  MPOrpaMMHbIX  CpPeAacTs,
cepTndunumpoBaHHbliX Kak B Cucteme NOCT P, Tak n B NC3U;

e CTPOroe BbINOSIHEHME o0653aHHOCTEM Mo obecneyeHUo WMHGPOPMALMOHHOM
6e3onacHoCcTM KaxAabiM onepaTtopoM (nonb3osaTteneMm) CBT, npuBeaeHHbIX B
npunoxeHun 1 K HacTosdwemy PykoBoacCTBy.

Komnnekc «Akkopa-Win32» v.4.0 (TY 4012-036-11443195-2010)
NOoCTaBAseTCa B NpOrpaMMHO-annapaTtHOM MCNOIHEHMW B COCTaBe:

1)Komnnekc C3M HCA «Akkopa-AM/[3» B komnnekTe':

e KOHTpONNep «Akkopa» -1 WwT.;

e CbEMHUK MHPOpMaumm (KOHTAKTHOE YCTPONCTBO) - 1 WT;

e NEpPCOHaIbHbIN MAEHTUDMKATOP — NO Kon4yecTBy nosb3oBaTtenen CBT;

2)CneunanbHoe O  pa3srpaHuyeHns  pgoctyna B cpege  Windows
NT/2000/XP/2003/Vista/2008/7/8/8.1 - CIMO «Akkopa-Win32» v.4.0, pa3Mmelwaemoe
Ha XXeCTKkoM amcke CBT npu ycTtaHOBKe KOMreKca.

3)dKcnnyaTauMoHHas AoKyMeHTaums?.
4)dopmynsap.

TN KOHTpOJsIEPa WU €ro MOLI,VICbMKaLI,VIﬂ, CbEMHUKaA MHCIDOpMaLI,I/IM, ™M W KOJTNYECTBO
NnepCOHaNbHbIX M,Cl,eHTMCbMKaTOpOB nosib3oBarenen oropapmBardTca nNpuv 3aKa3e KOMIJIEKCa B
COOTBETCTBUU C Tpe6OBaHVI$|MVI 3aKkasuymKa M yKasblBatloTCH B cbopMynﬂpe.

2 NMocrasnsetcs Ha ancke coemecTHo ¢ ClNO pasrpaHuyeHuns gocrtyna
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2. Nopspok pab6oTbl Ha 3awmuweHHon CBT

Mpouecc paboTbl nonb3oBaTtens Ha CBT, 3alMLWEHHOM KOMMIEKCOM «AKKOpA>»,
MOXHO pa3aenuTb Ha 3 3Tana:

1) BbINOJIHEHME KOHTPOJIbHbIX NPOLEAYp;

2)pa60Ta noJsib3oBaTesid B COOTBETCTBUN C CbYHKLI,VIOHaﬂbeIMM 06513aHHOCTAMMU
M NpaBaMun A0CTyMNa,

3)3aBepuweHne paboTbl N BbIXO4 U3 CUCTEMBI.

2.1. BbinosiIHeEHNE KOHTPOJIbHbIX npoueayp

KoHTponbHble npoueaypbl’ AenaTca Ha ob6s3aTefibHble, BbIMNOJHSEMbIE NpPU
kaxaoM 3anycke CBT M HeobsizaTesibHble, BbINOJHAEMbIE MNpPU  BbIMNOJIHEHUN
3aaHHbIX YC/TIOBUA.

K ob6s3aTenbHbIM Npoueaypam OTHOCATCS:
e Npouenypa naeHTudukaymm;
e Npouenypa ayTeHTUdUKaLNK;

e IpOBepKa UeNnocTHOCTM annapaTtypbl CBT, cucteMHon obnactm pucka wu
CUCTEMHbIX (pannos;

K HeobsizaTesibHbIM MpoueaypaM OTHOCSATCS nMpoueaypa CMeHbl naposns,
BbIMO/IHSEMasi, Kor4a BpPEMS XU3HW Mapons MPeBbICUMNO  YCTAHOBJ/IEHHbIN
aAMUHUCTpaTopoM BW uMHTepBan BpeMeHu, U MpoBepKa OrpaHWYeHUsl Ha BpeMms
BXOZa B CUCTEMY.

2.1.1. Npoueaypa maeHTndpmkaumm

Mpn 3arpy3ke CBT, 3awWwuleHHOro KOMMJIEKCOM <«AKKOpA», YynpaBfleHune
3arpy3kon nepexsaTbiBaeT KOHTposiep kKomnnekca, 3arpyxaerca ACDOS wmn nocne
cTapTa ApanBepa KOHTPOAJepa Ha 3KpaH BbIBOAUTCS cooblieHne Ha cMHeEM doHe:

MpeabsaBuTe naeHTUdUKaTop...

OKHO OCTaeTcs Ha MOHWUTOpe A0 MOMEHTa npeabsaABleHus uaeHTudukaTopa
nonb3oBaTtenis. B npaBOM HMXXHEM Yyr/y BbIBOAUTCS OTCYET BPEMEHW, OTBEAEHHOIO
ONs npeabsBneHns naeHtudukaTopa nosb3oBaTens. Ecnu 3a oTBeaeHHoe BpeMs
naeHTUdUKaTop He npeabsiBNeH, Ha 3KpaH BbIBOAMUTCHA CooblieHne Ha KpacHOM
doHe “TanmayTt”. Bo306HOBMTL Npoueaypy MAEHTUDUKALMM MOXHO TONbKO nocne
nepesarpy3sku CBT.

NMpuMmeuvaHne: B TOM cnydae, Korga B KayecTBe MepCcOHasibHOro
naeHTudukaTopa mcnonblyetcsa ycrponcteo LLUNIMKA, Ha 3anpoc maeHTudumkatopa
cneayet noaknto4aTtb yctponcteo LUUMKA k USB-nopTy KoHTponnepa AMA3.

' Onucanne npouesyp B noapasgene 2.1 cooTBeTCTBYeT onucaHuio pabotel ¢ DOS-

KOHTpoNnnepamMmu «Akkopa»
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Ecnu wmaeHTMduKaTop He 3aperncTtpypoBaH B CUCTEME, TO Ha 3KpaHe
nosiBnsieTcs coobuieHne Ha KpacHOM (oHe:

JocTtyn He pa3spelueH!

MNpn ycnewHoM 3aBeplleHuMn npoueaypbl  MAeHTUdDUKAUUM  MPOUCXOANT
BbIMOSIHEHME Mpoueaypbl ayTeHTUdUKaumu (3anpoc naponas nonb3oBaTens).

Ecnn nonb3oBaTenb HeAOCTATOYHO MNAOTHO NpUAoXWA TM-maeHTUdUKaTop K
KOHTAKTHOMY YCTPOMCTBY, TO HA 23KpaH B peaKkux ciaydyasix MOXEeT BbIBOAUTCS
coobuieHne (Ha KpacHoOM (poHe), conpoBOXAaeMoe 3BYKOBbIM CUTHAIOM:

Ownbka uteHns naeHTudunkartopa...

1 NONb30BaTENO NpeasaraeTcs NOBTOPUTb Npoueaypy naeHTudunkaumm.

2.1.2. Npoueanypa ayreHTucpmkaumm

NMocne waeHTUdMKaAUMM nNOMb30BaTeNs, MNpuM  YCNOBUM, UYTO €My nNpwu
pernctpaumm 6bin1 3agaH naponb AN BXoga B CUCTEMY, Ha 3KpaH BbIBOAUTCS
coobuleHne Ha cmHeM doHe:

Beegute naposb

Mo 3ToM KoMaHAe HeobxoauMMO HabpaTb CBOM JIMYHbIA Napofib, NpU 3TOM
CMMBOJIbI Napofsa BbIBOASATCA Ha 3KpaH B Buae 3Be3goyek. Bpems, oTBeaeHHoe Ans
BBOAA Napons, oTobpa)xaeTcss B NpaBOM HWMXXHEM Yray, TakK Xe KakK npu 3anpoce
naeHTudukaTopa.

Ecnn  npoueaypa ayTeHTMdMKauMM yCrewHo 3aBeplniacb, Ha 3KpaH
BbIBOANTCS HAAMWUCb Ha 3eneHoM (doHe:

<lonb3oBartenb>
Joctyn pa3peuweH!

N MpoOUCXoAUT MpoBepKa LEenocTHOCTM annapatypbl CBT, cucteMHbix dainos
OC, nporpaMM 1 AaHHbIX, AN KOTOPbIX YCTAHOB/EH KOHTPOb LLE/TOCTHOCTH.

Npn HenpaBw/bHO BBEAEHHOM [Maposie Ha 3KpaH BbIBOAUTCA HAAMUCb Ha
KpacHOM (poHe:

JocTtyn He pa3peLweH!

M NoNnb3oBaTeNto npeasaraeTtcss CHOBa NpPoOMTM npouenypbl naeHTnduKaumm v
ayTeHTUdmnKaumn.
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B cnyuyae ecnun npu peructpauuu nosb3oBaTtentd He 6bl1 Ha3HA4YeH naposb,
npoueaypa ayTeHTUdMKaUMM He BbINOAHSAETCS, U Ha 3KpaH BbIBOAUTCS HaAMUCb Ha
3e/1eHOM (oHe:

<[lonb3oBaTenb>

Joctyn pa3peuweH!

M MPOMCXOANT MpoBepKa LenocTHocTn annapatypbl CBT, cuctemHbix daiinos OC,
NporpaMM M AaHHbIX, OAJ19 KOTOPbIX YCTAHOB/EH KOHTPOJIb LIENTOCTHOCTU CUCTEMHbIX
dannoe c nocnegyrowen 3arpyskon OC.

2.1.3. NMpoBepkKa UesIoCTHOCTM annapaTtypbl CBT, cucteMHbix obnacren,
CUCTEMHbIX (paiiNoB, NPOrpamMM M AaHHbIX

[aHHas npoueaypa ocyuwecrtensercs Ao 3arpyskm OC m npegHasHadveHa Ans
NCKNOYEHUS HECaHKLMOHMPOBAHHbIX mMoandukauni (cny4yamHbix nnm
3M10YMbILWNEHHbIX) annapaTHOM 1 nporpaMmHon cpeabl CBT, cucteMHbiXx obnacren u
cucteMHbix ¢dannos OC, obpabaTbiBaeMblXx MonAb30BaTeNeM [AaHHbIX, €C/JM OHWU
NOCTaBAEHbl HA KOHTPOJ1b LLeTIOCTHOCTMW.

Mpy NpoBepke Ha LENOCTHOCTb BbIYUCSETCS KOHTpOsbHas cymma ¢annoB un
CpaBHMBAETCS C 3TaJIOHHbIM 3HAYEHUEM, XPaHALWMMCSA B KOHTposinepe «Akkopa»™.
OTWU [AaHHble 3aHOCATCA MNpU perucTpauum nosb3oBaTesids U MOryT MEHATbCHA B
npouecce skcnnyataumm CBT.

B cnydyae ecnm HapyweHa UenoCTHOCTb 3awuuiaeMblx @annos  uam
npoBoAWNACb HECAHKUMOHWUPOBAHHOE W3MEHeHWe KOHMUrypauum TexHUYeCcKnx
cpeacte CBT (napaMeTpbl HAacTpoOMKM CM. B AOKYMeHTe «[lporpaMMHO-annapaTHbIN
KOMMJIeKC CpeacTB 3awnTbl nHdopmaumm ot HCA ana NM3BM (PC) «Akkopa-AMA3».
PykoBOACTBO aAMMHUCTpATOpa»), BbIBOAUTCA CoObLlEeHMEe Ha KPacHOM (pOHe:

TpebyeTca AAMUHUCTpaTOP.

n 3arpyska OC He npousBoauTcs. 3arpy3ka 6yaeT BO3MOXHA TONbKO Ans
aaAMuHucTpaTopa. [ocne wnaeHTudukaumm AAMUHUCTPATOPa HA He3HauuTesnbHoe
BpeMs BbIBOAUTCS coobuieHne Ha opaHXeBoM doHe:

2.1.4. CMmeHa napons

CMeHa naponss npoucxoauT B Clydyae, Korga BpemMs AelCcTBUS napons
NPEBbICUIO OTBEAEHHbIA MHTEpPBas. TO BPEMSA yCTaHaB/MBAETC aAMUHUCTPATOPOM
BU npu pernctpaummn nonb3oatenss nMbo npu nocnenywowem agMUHUCTPUPOBAHUMU
cucTeMmsbl. Mo pelleHnto aaMMHMUCTpaTopa B nonb3oBaTento MOXET NpeAoCTaBNATbLCA
NpaBO CaMOCTOSTE/IbHON CMEeHbl Napons.
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B cnyuyae, korga nonb3oBaTellb He WMEeT TakKoro npasa, Npu BBoAe
NPOCPOYEHHOr0 Napons Ha 3KpaH BbIBOAUTCSA COObLLEHNE Ha KPAaCHOM ¢hOHe:

Baw naposib NpocpoYeH.

Ob6paTtuTecb K aAMMHUCTPATOPY A/ CMEHbI!

Ecnn nonb3oBaTento AaHO MNpaBO CAMOCTOATE/IbHOWM CMEHbl Napons, To npwu
BBOZE MPOCPOYEHHOr0 Maponss Ha 3KpaH BbIBOAUTCSA COO6LIEHME Ha OpaH>XEeBOM
doHe:

3aTeM Ha 3KpaH BbIBOAUTCS cooblleHne Ha CMHeM doHe:

Octanocb <N> NoNbITOK ANS CMEHbI.
HoBbih naponb nnm ESC ansa oTMeHb.I.
CTRL+ENTER ang reHepauuu napons

rae N - KOAnm4yecTBO NOMbLITOK AN9 CMeHbl naponsa (ycTtaHaBnMBaeTcs
aaMMHUCTpaTopom BUN).

Mpu HaxkaTum Ha N6y KNaBuLy BbIBOAUTCH OKHO, B KOTOPOM MOXHO BBECTMU
HOBbIM Maposib, NOCNe Yero BbINOAHSAETCH 3arpyska. lNpu HaxaTtum knasmwm <Esc>
CMEeHa Mnapons He BbINOAHSAETCA, HO NpW 3TOM YUCAO MNOMNbLITOK ANS CMEHbl Napons
yMeHbllaeTcsd Ha eaunHuuyy. Ecnm umcno nonbITOK uMcdeprnaHo, TO BbIBOAUTCSA
coobuieHne Ha KpacHOM (poHe:

Baw naposb npocpoyeH. O6paTturtech K

dAMUHUCTPATOpPY AJ1d CMEHbI.

Monb3oBaTenb MOXeT CMeHWTb Naposib Ha HOBbIM BO BpeMsa nwbon u3
MOMbITOK, HO MPW 3TOM AOJ/IKEH MOMHUTb: KOrAa 4YMCAO MOMbITOK CTAaHET paBHbIM
Hy/nKO, TO 3arpy3ka CucTeMbl NpouM3onAeT TONIbKO rMoc/fe BMewaTenbCTBa
aaAMuMHUCTpaTopa BU ¢ ncnonb3zoBaHmeM ero naeHtTudukaTopa.

KoMmnnekc «Akkopa» obecrneymBaeT CUHXPOHM3ALMIO NMaposiern Npu N3MeHeHUN,
T. €. Nnapofib, CMEHEHHbIN B MOMeHT paboTbl annapaTHOM 4YacTU KOMMEKCa,
aBTOMATUYECKMU (ecnn B HacTpoKKax KoMnnekca BblbpaHa onuuns
«CuHXpoHM3nposatb ¢ 6aszon AMI3») CMEHUTCA M B NPOrpaMMHOMN HaacTpoinke. Ho
COBCEM ApyroMu cnydan, ecnm pe3ynbTaThbl npoueaypsbl
naeHTudunkKaunmn/ayteHTUPmMKauUnMmM nonb3oBaTenss MUCMONb3YTCA ANs JIOrMHa Ha
KOHTponnep AoMeHa. B 3TOM cnyyae MeHATb Naposib HYXXHO TONIbKO MOCne Havana
ceaHca nonb3oBaTtens. HeobxoaMmo Ha knaeBmaType HaxaTb KOMOMHaUMIO KiaBuLl
Ctrl-Alt-Del n B oTKpbIBLLEMCS OKHe BblbpaTb KoMaHAy «CMeHa napons». [lMocne
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BBOAA HOBOro MNaposii OH M3MEHUTCS WM Ha [AOMeHe, M B NpPOrpaMMHON 4acTu
KoMmnnekca «Akkopa», n B 6ase nonb3osaTtenen annapatHon vyactn C3W. OAng aTtoro
Heo6xoAMMO pa3pewwnTb NOSb30BaATENO MEHATb NMAPOJib U B HACTPOMKax KOMMJeKca
BblbpaTb onuun «CuHXpoHM3auusa ¢ 6aszom AMA3» n «CuHXpoHusaumsa c 6asomn
nonb3osatenen NT».

2.1.5. NMNpoBepka orpaHMYeHUss Ha BpeMs BX0oAa B CUCTEMY

AOMUHUCTPATOP MOXET YCTaHOBUTb BPEMEHHOW MHTepBan (No AHAM Heaenwn C
anckpetHoctbto 0.5 yaca), B KoTOpbin 3arpy3ka gaHHoro CBT AaHHbIM
nosib3oBaTtenieM 3anpeweHa. Ecnn agng  nonb3oBaTtens  yCTaHOBJIEHbl Takue
OrpaHMyeHus, To Npu NoMNbITKE 3arpy3kn B HEMOJIOXXEHHOE BpeMs Mocse npoueaypsbl
naeHTudunKaunmn/ayTeHTuPmMKaumm n KOHTpoasa LEeNOCTHOCTU BbIBOAUTCA cooblieHue
Ha KpacHOM (oHe:

B naHHoe BpeMsa BXOA4 B CUCTEMY

3anpetleH!

n 3arpyska OC He npou3BoauTCA.

2.2. PaboTta nonb3oBaTtesnisi B COOTBETCTBMU C (PYHKLIMOHANIbHBIMMU
ob6si3aHHOCTAMM

Mocne BbINONIHEHUS  KOHTPONbHbLIX MNpoueayp BbIMOJIHAETCA  3arpys3ka
onepauuvoHHOM CuUCTeMbl, W MNONb30BaTeNAb MOXeT npucTynuTb K paboTe,
onpeaensemMon ero @GyHKUMOHaNbHbIMM 0653aHHOCTAMM M NpaBaMuM [OCTyna K
pecypcam CBT.

MNpn perncrtpaumm nosb3oBaTeNnss AN Hero co3gaetcs  (GYHKUMOHANbHO
N30/MpoOBaHHaa MNporpamMMHasl cpeda, KoTopasl No3BoOssieT KOHTPONMpoOBaTb Mpasa
AOCTyna nosb3oBaTtens kK o6bekTam AocTyna.

2.2.1. MNpoBepka NOJIHOMO4YUIA NO AOCTYNY

BbinonHAETCS npu 3anycke nosib30BaTesieM Kakom-1nMbo mporpamMbl UK MNpu
MOMbITKE MOMYYUTb AOCTYN K Kakomy-nubo pecypcy. CpeactBaMu KOMMJeKca
«AKKOpA»  BbIMOJIHAETCA  NpoBepka MOJIHOMOYMI  MoJfib30oBaTens, KoTopas
3aK/to4yaeTcs B TOM, YTO B CMWUCKE MpaB AOCTyna MNosib30BaTesisi OCYLLECTBNSAETCS
MOWCK OMMCaHUA AAaHHOIO pecypca.

Ecnn B cnucke npaB AoCTyna nofAb30OBaTesns pas3pelleHa pabota C AaHHOM
nporpamMmmon wnu dannom, TO NONb30BaTesb MOXeT seranbHo paboTtaTtb B
COOTBETCTBMM CO CBOMMN (PYHKLMOHAIbHbIMK 063aHHOCTAMM.

Ecnu B cnucke npaB AOCTyna nofib3oBaTens He paspelleHa pabota ¢ AaHHOM
nporpamMmmon wunn ¢damnoMm (Unm orpaHmyeH Habop GYHKUMI, KOTOpble MOXET
BbIMOJIHUTb MNOJSIb30BaTeNlb C JAaHHbIM PEeCcypcoM), TO BbIBOAUTCHA CTaHAapTHoe
coobLieHmne onepaunoHHOM cncTeMbl, HanpuMep: «®ann He HangeH», «HeBO3MOXHO
yaanutb dann» n T. 4.
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2.2.2,. PaboTta c xpaHuTeneM 3KpaHa

MpuHyanTenbHoOE raweHme 3KpaHa

B komnnekce <«AKKOpg» npoueaypa raweHuss 3KpaHa WCnosb3yeTcsa Ans
BpeMeHHOMN 6N0KMPOBKM KOMMbKOTEPA MO WCTEYEHUU YCTAHOB/IEHHOW nMay3bl B
paboTe nonb3oBaTeNs UAM C NMOMOWbIO «ropsumnx» knasmw. KombuHaumen knasuul
<Ctrl><F12> nonb3oBaTe/lb MOXET CAMOCTOATENIbHO BKJIOUYUTb PexuMm «Screen-
saver» Npu KpaTKOBpeMeHHOM nepepbiBe B paboTe. [locne BKAKOYEHUS XpaHUTeNs
3KpaHa KfaBmaTypa v Mbllb 6N10KMPYIOTCS.

BHUMAHME! B TepMMHanNbHOM pexuMme, 4Tobbl BKAKOUUTL pexuMm «Screen-
saver», HeobxoAMMO UCNOAb30BaTb KOMbWHauuiwo knasuw <Win><L>. T[locne
BK/IIOYEHUS XPaHUTENS 3KpaHa KnasBuMaTypa M Mbllb 6NOKUPYIOTCA, Ha 3KpaHe
nosiBnseTcs coobweHune «MNpeabasute naeHTUdUKaATOP>.

Bo3o6HoBneHue paborhl.

Ons Bo3obHoBneHnsa pabotbl Ha CBT nonb3oBaTenb AO/IKEH NpeabsaBUTb CBOM
naeHTUdUKaATOp M nocne TOro Kak CUCTeEMA OMO3HAaeT ero MaeHTUPUKATOp Kak
NOANIMHHBIN, PeXNM «Screen-saver» OTKAKYaeTCs U MOXHO NMpoaOo/XUTb paboTy.

2.3. 3aBepuwieHue paboTbl U BbIXO4 U3 CUCTEMBDI

3asepuweHne paboTbl MpuKNaAAHbIX MNporpamMMm MpoucxoauT B Mopsake,
YCTQHOB/IEHHOM A1 KOHKPETHOr0 MpUKNAAHOro rnporpammHoro obecneveHus,
OMNMCaHHOM B COOTBETCTBYKOLLMX PYKOBOACTBaX. HMKaKmMx cneumduueckmnx OKoH Uau
coobuweHnnn «Akkopa-Win32» npun 3TOM He BbiBOAUT. lepen 3aBeplueHneM paboThbl
OC BbIBOAMTCSA OKHO C 3arosioBkoM «KoMmnsiekc AKKOpA» M OCTAaeTCsd Ha 3KpaHe, noka
MOHWUTOP pasrpaHuYeHns AO0CTyna He 3aBepLUNT KOPPEKTHO CBOIO paboTy.
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3. CoobuieHns NnporpaMMHbIX CpeACTB KOMIJIEKCA U NOPSAAOK
AEWUCTBMUU NoJNib30OBaTesNis N0 HUM

Mpu pabote Ha CBT, OCHalleHHOM KOMMAEKCOM «AKKOpA», MOryT BO3HWKaTb
CUTyauun, npuv MosiBE€HMM KOTOPbIX BbIAAOTCSA pasfiMyHbie coobleHus. TekcT
COObLWEHNIN, NPUYNHBI UX NOSABSIEHUS U MeTOAbl YCTpaHeHus npobnem npueBeneHbl B

Tabnuue 1.

Ta6aunua 1 - CoobweHuns nMporpaMmMHbIX CPpeacTB KOMMJIeKCa U MeToAbl UX YCTPAHEHUA.

Coo6LeHne Ha aKpaHe

MpuunHbI NosIBNIeHUA
coobuieHus

Mopsagok aencrenin

«Owmnbka yteHnsa TM...»
(Ha KpacHOM ¢oHe)

TM-ungeHTudunkatop 6bin
HenpaBWIbHO NPUNOXKEH
K CbEMHUKY MHDOpMaLnm

CHoBa npunoxuntb TM-nageHtudmnkaTop
K CbeMHUKY MHDOpMaLmMKn nocrne
NosIBNIEHNA COOTBETCTBYIOLLEr0 3anpoca

«B pnaHHoe BpeMsa BXo/ B
cUCTEMY 3anpeLleH>»

Ans paHHOro
nonb3oBaTens He
pa3spelueH Bxoa B
CUCTEeMY B AaHHOe BpeMs

Bbi3BaTb agMuHuUcTpaTopa bU un
YTOUYHUTb pa3pelleHHoe BpeMs paboTbl

«Baw naponb NpocpoyeH.
ObpaTtutech K
aAMUHUCTpaTOpyY A1 CMEeHbI»
(Ha KpacHOM ¢oHe)

OKOH4YMAOCb BpeMS
XXM3HW napons.
3aKOHYMINUCh BCe
NMONbITKN CMEHbI Naposs

BbizBaTb agMmHuUcTpaTtopa bW.
M3MeHnTb NapaMeTpbl Napons

«[ocTyn He pa3peLueH!»
(Ha kKpacHoM ¢doHe)

HesapermcrpnpoBaHHbIi
naeHTndukartop.
HenpaBunbHO BBEAEH
naporsib.

B naHHOe BpeMs
paboTaloT BpeMeHHble
orpaHu4yeHus

ObpaTtutbcsa kK agMuHucTpatopy bU ansa
peructpauun. NoBTOPUTL NMpouesypbl
naeHTudmnkaumm / ayteHtmdpunkaumm

«Tpebyetcs AAMUHUCTPATOP»
(Ha KpacHOM ¢oHe)
«Pa3beputech c owmbkamm»
(Ha opaHxeBoM ¢oHe)

HecosnageHue
KOHTPOJIbHbIX M TEKYLLMNX
rnapaMeTpoB annapaTHOM
M NpOrpaMMHON YacTem
CUCTEMBI

BbizBaTb agMmnHuUcTpaTopa bBA.
BbISsBUTb U YCTPaHUTb MPUYUNHbI
M3MEeHEeHUSA NapaMeTpoB

«MpoBepUTb LENOCTHOCTb
06beKTOB nosb3oBaTensa?
(Y/N)»

3T0 coobuieHune
O3HauaeT, 4yTo
aaMunHuctpartop BU
yCTaHOBW/ MOb30BaTESNO
OnuuI0 NpoBepKU
LenocTHoCcTn dharnos, B
COOTBETCTBUM C
npasunamMmm HaCTPOWMKH

Monb3oBaTtenb AO/IKEH OCYLLECTBUTb
BbI6Op B COOTBETCTBUM CO CBOMMM
npeanoyYTeEHNAMN.

(PekomeHayeTCs nepmoamnyeckmn
MpoBOAUTL MPOBEPKY)
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«O6HOBUTbL KOHTPOJIbHbIE
CYMMbl 06BbEKTOB
none3osatensa? (Y/N)»

3T0 coobuieHmne
NnosiB/ISIETCS, €Cnn
nosib30BaTesto
YCTaHOBNEH pexuMm
nepecyeTa KOHTPOJIbHbIX
CyMM cbalifios nocne
3aBepLleHns 3a4aum
nosb3oBaTens C
noaTBEPXAEHNEM, B
COOTBETCTBUMU C
npasunamMmm HaCTPOWMKH

Monb3oBaTenb MOXET 3anncaTb HOBOE
3HadyeHue KC. nga aTtoro Heobxoammo
BblbpaTb [Y] 1 nocne nosiBneHns
coobweHuns «Mpegbsasute
naeHtTudunkartop, unm ESC ona oTMeHbI»
HY>XHO NpeabsaBUTb MAeHTUdUKaTOp

«He npowen nornH B 6a3sy
AMA3!»

HecooTBeTcTBUE Bepcui
Nno B AMA3 u Windows

O6HoBUTL MO

«Owwunbka npoBepKHn
obbekToB!»

Owwnbka BO3HUKAET, eclun
06beKT, BK/TIOYEHHbIN B
CMMUCOK KOHTPONS,
HeaocTyneH

MNpoBepuTb NPaBWUIBHOCTb CMUCKa
06BbEeKTOB KOHTpPONSA

«Takylo KOMbMHauuto
CMMBOJIOB HEAOMYCTUMO
MCNOJ/1b30BaTb B KauyecTBe
napons»

270 coobuieHne
NosIBNSIETCH B C/yyae,
€CNn NoNb30BaTeSNb
BBOAMT KOMOUHaLMIO
CUMBOJIOB, KOTOPYIO
nerko nogobpatb
(HanpumMep, gwerty)

BeecTu 6onee CMoXHY KOMBUHALUUIO
CMMBOJIOB

«OTCYyTCTBYET paspellueHune
Ha CMeHy napons»

2T0 coobLieHune
nosiBNAETCs, ecnu y
rMonb30BaTeNs HET npas
Ha CMeHy napons

MonpocuTb aAMMHUCTpaTopa AaTb
nosib30BaTesNto NpaBa Ha
CaMOCTOATESNIbHYIO CMEHY Naposs
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MpunoxxeHue 1. 0693aHHOCTU AO/MHKHOCTHbIX ML No
obecneueHnto 6e30nNacHOCTU MHhOPpMaLIMN NPU BbIMNOJIHEHUUN
pa6oTt Ha CBT

OBLUME TPEBOBAHUA

Bce pgomkHOCTHble nunua (COTPYAHMKM)  OpraHm3aumm  AOJIKHbI - 6bITb
O3HAKOMJIEHbl C 3TOM WHCTpyKUMen n cBouMM 0653aHHOCTAMM no obecnevyeHunio
6e3onacHOCTM nHdopMaumm Npu BbIMOSIHEHMM MMKU paboT Ha CBT.

MepcoHan, AONYLUEHHbIN K aBTOMaTM3NPOBAHHOMN obpaboTke
KoHdunaeHunanbHon wuHdopMaunm, ob6s3aH cTporo cobnwgatb YCTaHOB/IEHHbIE
npaeuia paboTbl Ha aBTOMATM3NPOBAHHbLIX pabouynx MecTtax U HeCeT NMepcoHasbHY
OTBETCTBEHHOCTb 3a obecneyeHne 6e30mMacHOCTM uWHoOpMauunm npu paboTe Ha
TEXHNYECKMNX CpeaCTBaxX aBTOMATU3NPOBAHHOM CUCTEMbI.

YCTaHOBNIEHNE JINYHOW OTBETCTBEHHOCTU COTPYAHMKOB 3a MoAJep)KaHue
YPOBHS 3awmueHHocTn CBT npu 06paboTke cBeaeHUN, noanexalumx 3aluTe no
AEeNCTBYIOLLEMY 3aKOHOAATENbCTBY, NMPOUCXOANT MNYTEM:

e O3HAKOM/NIEHNS C nNepeyvyHeM 3alMUWAEMbIX CBeAeHWU, OpraHn3aumoHHO-
pacnopsantensHon u paboyenn [OKyMeHTauuewn, onpegensiowen TpeboBaHUs u
nopsiaok o6paboTkn KoHdMAEHUMANbHOW NHGpOpMaLmnu;

e ONpeAeneHns ypoBHS MNOSTHOMOYUIA B COOTBETCTBMW C €ro AO/MKHOCTHbIMMU
06s3aHHOCTAMMU;

e NOSly4deHNs OT cybbekTa AOCTyna pacrnucku O HepasrjaweHun AOBepeHHOM
eMy KoHduaeHunanbHom nHdopmMaumm.

Mepa OTBEeTCTBEHHOCTM MepCcOHasna 3a BbINOJIHEHWE AEUCTBUN, HapyLlaloLwmx
nonnuTUKY 6e30nacHOCTU, onpeaenseTcs HaHecCceHHbIM yuwepboM, Hanuumem 370ro
YMbICNla U HEKOTOPbIMU CYOBEKTUBHbLIMM (PakTOpaMu MO YCMOTPEHMIO PYKOBOACTBA
yupexzgeHus (ancumnanHapHas, aaMMHUCTPATUBHAsS UN YroaoOBHas).

Jltoboe HapyweHue nopsiaka u npaeun pabotel nepcoHanom AC A0MXKHO
TWaTeNbHO paccnenoBaTbCsi, @ K BUMHOBHbIM AO/MKHbI MPUMEHATbCS HeobxoauMble
Mepbl BO34ENCTBUS.

Bce KOMMNOHEHTblI MNpOrpaMMHOro M annapaTtHoro obecneyeHuss CUCTEMbI
OO/MKHbI  Mcnonb3oBatbcad  nepcoHasiom  TOJIBKO B cnyxebHbix  uensax.
Ncnonb3oBaHne nx B apyrux uenax 3AMPELLAETCA.

3anpewaetca npueM nocetutenem B MNOMELWlEeHMAX, Korga B HUX
ocyuwectensgeTca obpaboTtka KoHdDMaeHUManbHOW nHdpopmaumm Ha CBT.

Monb3osatenam 3AMNPELWLAETCA caMOBO/IbHO M3MeEHATb  KOHMUrypauuto
annapaTHO-MpPoOrpamMMHbIX CpeacCTB WM  yCTaHaBAMBaTb AOMONHUTENbHO ftobble
nporpaMMHble W annapaTHble cpeacTBa, He npeaycMOTpeHHble dopMmynsipamm
pabounx MecT U NAaHoM 3awnTbl. UCKNOUEHMEM ABNSAKTCA TOMIbKO Te cny4vaun, Koraa
nosib3oBaTesb UMeET npaBa aaMUHUCTpaTopa (cynepsunsopa).

Bce wu3MeHeHus KOHCbVIpraLI,VIVI TEXHNYECKUX WU NpPOorpaMMHbIX CpeacTB
OCYLWLEeCTBNAKTCA TOJIbKO Ha OCHOBaHUW peleHnsa pykoBoACTBa OpraHuU3aunm
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NepcoHasioOM M3 YUCNa MHXEHEPOB, CUCTEMHbIX U MPUKIAAHbIX MPOrpaMMUCTOB C
yyacTueMm agMuHucTpatopa 6esonacHoctn AC.

O cny4dasix obHapyXeHus HenpeaycMOTPEHHbIX 0TBOAOB Kabenel u NpoBoAoB,
N3MEHEHUI anropuTMoB (PYHKLUMOHMUPOBAHUS TEXHUUYECKUX U MPOrPpaMMHbIX CPeacTB
CBT, HapyleHuax  HopManbHOW  paboTbl  CpeacTB  3alUTbl,  KOTOpble
CBMAETENbCTBYIOT O BO3MOXHbIX nonbiTkax unn daktax HCO k wnHdbopmauuu,
Heo6X0ANMO HEMEANEHHO CTaBUTb B M3BECTHOCTb aAMUHUCTpaTopa 6€30MacHOCTH.

Jliobble un3MeHeHUs cocTaBa WM  KOHMUrypauumm TexXHUYeCcKuX Cpeacts W
nporpaMMHOro obecrneyeHmsa A0MKHbI 6bITb NpeaBapuUTesIbHO NMPOoaHaaIn3npoBaHbl Ha
npeaMeT UX COOTBETCTBUS MONMTUKe 6e3onacHocTun. Bce nobaBnseMble KOMMOHEHTHI
OO/MKHbI  6bITb  MpoBepeHbl Ha paboTocnocobHOCTb, OTCYTCTBME BUPYCOB W
cneumanbHbIX BIOXKEHUN, a TakKXKe OTCYTCTBME peanunsaumm onacHbiX GYHKLWNA.

Mocne wnaMeHeHusa kKoHdurypaumm CBT B ob6sa3aTenbHOM Mnopsake A0KEH
NPOU3BOANTLCA MNEPECMOTP CYLUECTBYHOLWMX MHCTPYKUUIM Mnonb3oBaTenem no
obecneyeHunto 6e30nacHOCTH.

KaTeropuyeckm 3anpeliaercss 3anucbiBaTb M XpPaHUTb KOHdMAEHUMANbHYIO
NHDOPMALMIO Ha HEYUYTEHHbIX FMOKMX MarHUTHbIX AMCKAX, @ TaKXe WCMoNb30BaTb
rMbKne MarHUTHbIE AUCKWN C BbiSIBJIEHHbIMM HEUCMPABHOCTSIMU.

OBA3AHHOCTU NOJIb3OBATE/IA

B o643aHHOCTM nonb3oBaTenem BXOAUT CBOEBPEMEHHbIA W TOYHbLIA BBOA
AaHHbIX B CUCTEMY W aKTuBM3auuss npouecca ux ob6bpaboTku. [Monb3osaTenu
obnagatoT npaBaMu AOCTyna K CUCTEME W UMEKT BO3MOXHOCTb BBOAUTL WU
KoppekTupoBaTb Heobxoammyko uHdopMaumto. OHM HeCcyT OTBETCTBEHHOCTb 3a
cogep)xaHue BBOAMMON UMW MHOPMaLIUN.

Monb3oBaTtenb (OTBETCTBEHHbLIN WCMOSIHUTENb PaboT) HeceT OTBETCTBEHHOCTb
3a COXPAHHOCTb M MpaBWIbHOE WUCMOSIb30BaHWE MOJslydaeMbliX B XO0A4€e BbINOJHEHUS
paboT MaWMHHbIX HOCUTENEeNn M MalMHHbLIX [AOKYMEHTOB C KOH(puAeHUManbHOM
nHdopmaumen.

CreneHb KOHMUAEHUMANBbHOCTU TUOKMX MArHUTHbIX AWCKOB W MALUMHHbIX
OOKYMEHTOB, MoJly4yaeMbiX B Xo4e aBTOMAaTM3MpOBaHHOM 06paboTkm nMHdopMaumm c
nomowbto CBT, onpegensieTtcs AO/KHOCTHbIM JINLOM, BblAaBLWUMM 3adaHMe Ha
aBTOMaTU3MpPOBaHHY 06paboTky nHdpopmaumnn.

Mo oKOH4YaHWM paboyero AHSA NosyYeHHble BO BpEMEHHOE nofib3oBaHue rmbkue
MarHuTHble AUCkM (Npu HeobxoaMMOCTU U MAEHTUUKATOPLI) AO/MKHbI  ObITb
BO3BpalleHbl B (Ha3BaHuMe
noapasaeneHus, OTBETCTBEHHOIo 3a XpaHeHne M/ n naeHtTndukaTopos).

Heobxoaumo Npou3BOANTb CTUpaHune C MarHUTHbIX HOocUTenen
KOHpuaeHUManbHOM WHpopMaumm, He npegHa3sHayYeHHOM An9  AafibHeWLWero
ncnonb3oBaHmsa. CTupaHue UHGOpMaUMM NPOU3BOANTCA AOMNYLWEHHBIM K ee
aBTOMaTu3mMpoBaHHOM  06paboTke  AO/MKHOCTHbIM  JIMUOM  MO4  KOHTPONEM
aAMUHUCTpaTopa 6e30nmacHOCTM C  OTMETKOM B XXypHase ydyeTta CTMpaHus
MHpOPMaLMM C MarHUTHbIX MALUMHHbBIX HOCUTENEN.

NMocne okoH4YaHus 06paboTkn KOHdbDMAeHUMaNnbHOM MHMOPMAUMN N U3BATUS
rMOKOro MarHMTHOro AMcKa M3 gUckoBoga HeobXoAMMO BbIKIKUYUTL 3/1IeKTponuTaHue
CBT.
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OTBeTcTBeHHbIN 3a CBT (APM) 0653aH npoBepsATb LE/IOCTHOCTb U COOTBETCTBUE
neyaten B Hayane n rno oOKoH4YaHum pabouero gHs.

Monb3osatenam 3AMPEWLAETCA caMOBO/IbHO M3MeHATb  KOHMUrypauuto
annapaTHO-MpoOrpamMMHbIX CpeacTB WM  yCTaHaBAMBaTb AOMOMHUTENbHO Jftobble
nporpaMMHble W annapaTHble cpeacTBa, He npeaycMOTpeHHble dopMmynspamm
pabouynx MecT 1 nNaaHoOM 3aLUnThl.
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JINCT PETUCTPALMUN N3MEHEHUA

CopaeprxaHune nsmeHeHusn (o6HoBIeHNNA)

AdaTa

NMpuMmevyaHune

MpoBeaeHa gopaboTka AOKYMEHTaLMN B CBSA3WN C BbIXOAOM
Bepcum x.0.10.53.




